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e Authenticating peers (client or server) using asymmetric (public-private) keys

* Agreeing upon cryptographic protocols to be used, such as 3DES, RSA

* Negotiating a shared secret
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5.1.0

o

A self-signed certificate is installed on this server.
Install 3 certificate that can be validated on this server

and by dients that will connect to View.
Additional options

Cannections: 0
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el a5 wSe o, Connection Server - Hostname match
. Security Server a5 g3 )lse ;3) ail 2SS URL i co5u )9
subject sla ol 51 (S5 L (@il oo il > 15 sle URL (6l
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Server’'s sluy View copoe Jo jo s jse Caigels Consg

Seuge ol |, Certificate does not match the URL

Connection Server - Certificate issuer’s verification
...\.:S.:.n = |) L)T L-J')}-‘ trusted 9 d.al.u“.hljf o..\.LZS).)L.a )L...'LC‘

o o aslilsd Lucl— Certificate Expired/Not Yet Valid
o jolo aslinlss (loj g el Do U dgdin (g0 Lo aslialss
J 50 00 50 CliguelS Comdg wiil atslas jlael F1— 00l atie
Server’s either Certificate Expired or psli, View oy s

Sea.e olas | Certificate Not Yet Valid

5l VMware View - Certificate revocation checking
Ol &5 S5 ¢ WS lunis Revocation Checking
JBb 1y aelmlss Lt 4 Ly aslinlss saiis jolo S 5l aiSiw ol
ol ddial Lael sy by, 9o ) View asl 60,5
3 CRLs (Certificate Revocation Lists)
slexis OCSPs (Online Certificate Status Protocols)
Server’s either Revocation plis View oo poe o o,k g0

Sed.s ol | status cannot be checked

bl & Sgins gy sl plad (51 revocation oldee : 4SS
O JUd o pae 1p) ¢ Spdaed (o) p D) asliplsS S D)
6l dalialss . Cnl S92 ge a5 200 (ilae Wl Ladd ¢ g aslialss
O &5 Aed ielas Lol S .cl 30l 5,30 o0 UNTrevoked
revocation oSl U sgiue deogs « Sl j5p Ml aslinlss
lo dalialgs 51 plas,e 51 . amo il3dl oy, 095 b |, checking
pliy View oopoe Ju o ¢ wigs fail |, revocation check

b aelgs eols Lis Server Certificate has been revoked
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o g asle 5,8 i asliels G . Security Server 3 VMware View Connection Server cuas Jgb o
S pils trusted g,m CA G 5l oass jolo dalinlsS O L 1) aclialss ol 45 dgiie deogi . 3gdue

Ol ¢ ail ol pulas trusted jg,. CA G Lawgi LB 05,5 5« g 59 Secure Gateway slixl a5 Sloj 1SS

- digdie 00lo JWEl jgan g anlinlsS o 5 4 5055 O g 4 el ploj 5o b dalialsS

View Composer !> ;0 wleukiss « Trusted Certification Authority ;1 ouls jolo . X.509 aslinlss

dolisalgS aS Sgdus diogi . Sgdue pubald g aile o8 i aslial S« VMware View Composer cuas Jsb o
a8 3l trusted j5,m CA 5 jlonds jolo aelialss SO LI, 23 (i

vCenter Server ;!> ;o wlekis . Trusted Certification Authority jl ouis joleo (X.509 aslonlss

doliales aS" dediie duogi L Dgdue pulaii g Sl B8 i asliwls SO VMware vCenter Server cuas Job o
S 5l trusted g0 CA G 5l ond jole asliled SO L1, 208 iy

Revocation Checking

Slealass bawg b g, Gusb ! olyte a5 « SSL sle aslinls$ revocation checking ;| VMware View 5.1

L iolpg )y 25 8 pa>, slo a5« revocation check glgl wdas sl aiSe iy « aigd plas GPO policy
: 2.5 el GPO policy . Connection Servers <,

D auS ailal 5 e 4o |, CertificateRevocationCheckType (s v, oulS
Software\Policies\VMware, inc.\VMware VDM\Security
e None — Set CertificateRevocationCheckType = 1.

No revocation checking is done if this option is set.
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e EndCertificateOnly — Set CertificateRevocationCheckType = 2.
Revocation checking is done only for the end certificate in the chain.
¢ WholeChain — Set CertificateRevocationCheckType = 3.

A complete path is built for the certificate, and a revocation check is done for all certificates in
the path.

e WholeChainButRoot — Set CertificateRevocationCheckType = 4.

A complete path is built for the certificate, and a revocation check is done for all certificates in
the path except for the Root CA certificate (default value).

Revocation Check wloudad 09

Software\Policies\VMware, inc.\VMware VDM\Security\CertificateRevocationCheckCacheOnly
“False” (default) — Disable caching revocation responses.

“True” — Enable caching revocation responses.

Software\Policies\VMware, inc.\VMware VDM\Security\ CertificateRevocationCheckTimeOut

Cumulative timeout across all revocation check intervals in milliseconds. If not set, default is set
to ‘0’, which means Microsoft defaults are used.

VMware View 33 lgiT o8l g b dolud! o5 £1gi

dalialsd atis 90 ;0 dalialsd S Sloriy g iie Cule o la g L glgl 3iss gl s delinlsd alis glgl 51 View
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2 Al Gb sl bbb 3l aSs 5,k ;| Lis connection broker a5 ssiis jolo loj aslialsd g4 oyl
a3 52 51w s <o Lls View Connection Server a5 sl L= ,o Multiple-server name sla aslialss
v Jle (lsie ayoyle 5,15 ¢ sl axisls FQDN ol aze connection server b s)ls jls a5 o 2,5 g J3ls e
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aslialss o, sl SAN (Subject Alternative Name) < i 5 Multiple-server name sls aslialss
5 View clients ., SSL offloaders 51 a5 0gi o solina! gloj 5 anlialss 5l g9 cpl . aiSe Slotiy SO

25d s Security server Lsas g Jlail S5 a5 olKia L g 954 s0ls 41,3 connection server

dalialsS J3ls FODN . sgics jolo cpsls J30s sla jg,m pled gl a5 conl (gl aslinlsS o wildcard adlalss o
dalialss 5l (o eS cosel Wildcard aslielss . *.organization.com sgie aiig cu$ ol 4 Yeaxs Wildcard
cles) yas 5iae 0 lame IS cail o Siae j0 als Glu b g, G 510040 SAN

&b wus & b g o Log g Event

doliales a5 Ll g \lis fizan 0,5 punlys  cw) |y aiies dude b cus glp a5 ole LOG g Event sy opl o
azsl azsly Exportable ol s aslialed ool oS L g0 ansl ansla calin (60,5 b« 0l sud S o

Sl g s o CONnection server 4 by . log sls Ll

<Driveletter>:ProgramData\Application Data\VMware\VDM\logs

&1y 3 obii! Sloudis
35,ls Exportable s private key a5 sau las 555 SY

KeyVault CryptExportKey get size FAILED, error= (Key not valid for use in specified state.)

Sol Slasean dalinly® Common Name b > 15 URL a5 waas ojlas 55 SY

Server’s certificate does not match the URL

Comdg o bl lien aslialsS o subject gle ol 51 Gz L secure gateway’s External URL 51 iz 5, ool S
Sedue ool olad lael o dolialsd cadl

ATTR_SG_URL",”type”:"STRING”,”stringValue”:"https://:443
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Connection Server / Security Server ,s suis wliii Self-Signed b acliualys
“ATTR_SG_CERTDEFAULT”,"type”:”"STRING"”,”stringValue”:"true”

. Sl 00 elaal self-signed asluslss S L secure gateway asos olis

Pl p) Sylee Jlad SY piien

ATTR_SG_CERTVALID”,"type”:"STRING”,”stringValue”:"false”
ATTR_SG_CERTINVALID_REASON”,”type”:"STRING”,”stringValue”:"NOT_TRUSTED”,

“Certificate is invalid cogl« 4t ;0. onis jolo trusted CA Lug 15) Cuns slaiel 550 g e dalinlsS smse olis a5

gl ooy islei WArNing G olsic 4 0. Ju o for Secure Gateway at address<netBIOS name>”

Connection Server / Security Server ,s s puliss Trusted CA-Signed asloalgs
“ATTR_SG_CERTDEFAULT","type”:”"STRING",”stringValue”:"false”
s ol tomen BY L Coul s sLaal self-signed aslialss G L secure gateway asoie olis
“ATTR_SG_CERTVALID”,”type”:”"STRING”,”stringValue”:"true”

3l lzel ond by adlialsd asae lis as

ous oaiiw Connection Server / Security Server s oo elisi Trusted CA-Signed aolonlss
“ATTR_SG_CERTVALID”,"type”:"STRING",”stringValue”:"false”
s o yries 00D oty dolialeS a5 naae lis
“ATTR_SG_CERTINVALID_REASON”,"type”:"STRING”,”stringValue”:"EXPIRED"”

“Certificateisinvalid cigcams 0. o0l Labie delinlsS Condg digad ol )0 . Canx aslialsS Ll pae Js saone olis

Sgioa odls les Warning e olsie 4 Jpae o o for Secure Gateway at address <netBIOS name>”
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Oy aiie Jl> 40 Connection Server / Security Server ;s sus wuiis Trusted CA-Signed aclualgs

b el oY pl o LB SY L SY ol gl s
“ATTR_SG_CERTABOUTTOEXPIRE","type”:"STRING","stringValue”:"true”

aslialss (Liel alodl p e 1) g sl VMware View o poe o codl ol paiie Jlo 0 ead pulass aslinled a5 anae las

Badee plas |y <ean] 55, N > 0 sad i

s Revoked . Connection Server / Security Server s oo gl Trusted CA-Signed acluales
“ATTR_SG_CERTVALID”,”type”:”"STRING",”stringValue”:"false”
sl piaals o i deliomleS amane i
“ATTR_SG_CERTINVALID_REASON”,”type”:”"STRING”,”stringValue”:”"REVOKED"

“Certificate is invalid ciglazs 5. 00z Revoked aclialss 5,50 cpl jo. dmaie flis ] dalialss Licl soe cle

Sgdnn 03l Ltolel WAMNING G lgie 4 S paw Jiu o fOr Secure Gateway at address <netBIOS name> "

VMware Horizon View o oo Ju 49 Server's certificate cannot be checked 44 !

Server's certificate cannot 5!« v VMware Horizon View o poe Jio 10 45 ol o)l oo 5 ), 5l (o
L osius ools oylis jo,8 K, & Security Server \ Connection Server o1 o ool ,2 5 ol be checked
L .osiua ools isles Connection Server certificate is not trusted sl Connection Server g, » SIS

Sgiae 00ls iales Server's certificate cannot be checked sl Security Server 5, » SIS

Document Id : 2000063

ca> Connection Server 5 URL sl Jals Certificate Revocation List (CRL) a5 asare &, Sloj JSie oyl

st sy 118 Security Server | ou
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